NudopmannonHas naMsaTKa A5 00y4aOIMXCH ISl pa3MelleHus Ha
opunuanbubiXx UHTEpHET-pEcypcax

C KaXJIbIM TOJJOM MOJIOJIEKM B UHTEPHETE CTAHOBUTHCS OOJIBIIIE, a INKOJIBHUKUA OJHU U3
CaMbIX AaKTHUBHBIX Ioib30Bareine PyHera. Mexnay T1eMm, IIOMUMO OIPOMHOIO
KOJMYECTBA BO3MOXXHOCTEW, HMHTEPHET HECeT W NpolOsieMbl. DTa MaMsaTKa JOJKHA
oMoYb Tebe 0€30MacHO HaXOJUTHCS B CETH.

KomnerotepHbie BUPYCHI

KomnbroTepHblidi  BUpYC - 3TO  Pa3sHOBUIAHOCTbH  KOMIIBIOTEPHBIX  IPOTpaMm,
OTJIMYUTENBHON OCOOEHHOCTBIO KOTOPOM SBISIETCA CIIOCOOHOCTh K pa3MHOXKEHHIO. B
JOTIOJIHEHHE K 3TOMY, BUPYChl MOTYT MOBPEIHWTh WM IMOJHOCTBIO YHUYTOXKHTH BCE
daiinbl M JaHHBIE, TMOAKOHTPOJIbHBIE MOJIB30BATEN0, OT HMEHH KOTOpPOro Oblia
3amylleHa 3apaXCHHas MpOrpaMma, a TakKKe IOBPEIWTh WIH Ja)K€ YHUUYTOXKHUTH
ONEpallMOHHYI0 CHCTEMY CO BceMHU (ailnamu B 1LenoM. B OonbmiMHCTBE cilydaes
PacIpOCTPAHSIOTCS] BUPYChI YEPE3 UHTEPHET.

MCTO}II)I 3allIUThI OT BPCAOHOCHBIX ITPOrpaMM:

1. Vcnionb3yit coBpeMEeHHbIE ONEPAIlMOHHBIE CHUCTEMBI, UMEIOLIUE CEPhE3HbIN YPOBEHD
3aIUTHI OT BPEJIOHOCHBIX MTPOrPaMM;

2. TocrosiHHO ycTaHaBiauBail mauTd (UUQPPOBBIE 3aIUIATKH, KOTOPHIE aBTOMATHYECKHU
YCTAaHABIMBAIOTCA C II€JIbI0 JOPA0TKU TMPOTpaMMbl) M Apyrue OOHOBJIEHUS CBOEH
oreparMoHHoN cucteMbl. CkauuBaik MX TOJBKO ¢ OPHUIIMAIIBHOTO caiiTa pa3padoTunka
OC. Ecau cymiecTByeT pexuM aBTOMaTHYECKOTO OOHOBJICHHUS, BKIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEPE O] MpaBaMu MOJIb30BATENs, a HE aJMUHUCTPATOPA.
DTO HE MO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX POrPaMM MHCTAJUIMPOBATHCSA HA TBOEM
[IEPCOHAIIBHOM KOMIIBIOTEPE;

4. Ucnionb3yil aHTUBUPYCHBIE TPOTPAMMHBIE MTPOAYKThI U3BECTHBIX MPOU3BOAUTENEH, C
aBTOMATHUYECKUM OOHOBIIEHUEM 0a3;

5. Orpaanub HU3NIECKUHN JOCTYI K KOMITBIOTEPY AJIS IOCTOPOHHUX JIUIL;

6. Ucnionp3yit BHENTHUE HOCUTENU WH(OPMAITUH, TaKue Kak (IemKa, JUCK Wi daii u3
MHTEPHETA, TOJIBKO U3 NMPO(EePEHHBIX UCTOYHUKOB;

7. He oTKpbIBaili KOMITBIOTEPHBIC (DAiIIbI, MOTyYEeHHBIE W3 HEHAACKHBIX HMCTOYHUKOB.
Haxe Te (aiiiabl, KOTOpbIE MPUCTa TBOM 3HAKOMbIN. Jlydllle yTOUHHM y HETrO, OTIPABIISLI
71 OH TeOe uX.

Cern WI-FI



Wi-Fi - 310 He BHI mepeiadu JaHHBIX, HE TEXHOJOTHS, a BCErO JIMIIL OpEH, MapKa.
Eme B 1991 rony Hunepnanackas komnanus 3apeructpuponaia openn « WECA», uto
o0o3Hayano cioBocoueranne «Wireless Fidelity», KoTOphlid mepeBOAUTCS Kak
«OecrpoBOIHAs TOYHOCTHY.

Jlo Hamero BpeMeHM Jolia Apyras aO0peBuaTypa, KOTopas SBISETCS TaKOW ke
TexHojoruer. Iro adbopeBuatypa «Wi-Fi». Takoe HazBaHue ObUIO JaHO C HAMEKOM Ha
CTaHJapT BbICIIKMNA 3BYKOBOM TexHuku Hi-Fi, yTo B mepeBojie O3HA4yaeT «BBICOKAs
TOYHOCTB.

Jla, OecruiaTHBIN MHTEPHET-JOCTYI B Kade, OTeIsIX U adpornopTax SBISETCS OTIIHYHOMN
BO3MOXXHOCTBIO BBIXOJJa B WHTEpHET. HO MHOrMe OKCHEepThl CYHUTAIOT, YTO
obmenoctynaeie Wi-Fi ceTu He sBsitoTcst 6€30MaCHBIMU.

CoBeThbl 10 Oe30macHOCTH paboTe B 0011e10CTyNMHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro nuuHyr uHopMamuio depe3 obmenoctynaeie Wi-Fi cetn.
PaboTast B HUX, )KenaTeJbHO HE BBOJAMTH IMAPOJIH JIOCTYIIA, JOTHHBI M KaKUe-TO HOMEDPA;

2. Ucnonb3yit u 0OHOBIISIA aHTUBUPYCHBIE MTPOTpaMMBbl U OpaHaMayep. TeM caMbIM Thl
oOe3onacuillb cedst OT 3aKayKu BUpYyCa Ha TBOE YCTPOMCTBO;

3. Ilpu wucnonp3oBannu Wi-Fi otkmtoun dyuknuio «OO0muit moctyn k dainaMm u
npuHTepaMy». JlaHHas QYHKIUS 3aKpblTa 10 yMOJYaHUIO, OJHAKO HEKOTOPHIC
MOJT30BATENIN aKTUBUPYIOT €€ JJIs yI00CTBa MCIIOJIb30BaHUs B paboTe wiu yueoe;

4. He ucnone3yit nyonuunsii WI-FI ns mepenaum TUYHBIX TaHHBIX, HAIPUMEpP IS
BBIXO/Ia B COLIMAJIBHBIE CETH WM B DJICKTPOHHYIO MOUTY;

5. Unonw3yi Toabko 3amuiieHHoe coeauHenue yepes HTTPS, a ne HTTP, 1.e. npu
Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B wMoOunpHOM Tenedone otkmoum  ¢GyHKnuio «[lomkmrouenne k  Wi-Fi
aBToMaTuyeckm». He nmomyckaid aBTOMaTH4ECKOro IMOJKIOUECHUSI YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBOCTO Ccornacus.

CorimanbpHble CETH

ConmanbHble CETH aKTUBHO BXOJAT B HAIly >KM3Hb, MHOTHE JIIOJIM PAa0OTAIOT U JKUBYT
TaM MOCTOSTHHO, a B Facebook yxe 3aperucTpupoBaH MUJLIHAP/ YE€JIOBEK, UTO SBIISICTCS
OJTHOM CeIbMOM BCEX JKHMTEJEH IIaHeThl. MHOrHMe MHOoJbh30BaTeId HE IOHHMMAIOT, YTO
nHpoOpMalKs, pa3MEIIeHHAas WMH B COIHMAIBHBIX CETSIX, MOXET OBITh HailjeHa H
HCTOJIb30BaHa KEM YTOJIHO, B TOM YHCJIE€ HE 00513aTEIbHO C OJJaruMu HAMEPECHUSIMHU.

OcHOBHBIE COBETHI 110 0€30ITACHOCTHA B COLUAIBHBIX CETIX:



1. Orpannub cnucok napy3ei. Y 1e0sa B Jpy3bsiX HE JIOJDKHO OBITh CIy4YallHBIX H
HE3HAKOMBIX JIIOACH;

2. 3ammiuail cBOIO 4YacTHYIO *u3Hb. He yka3wiBail maponu, TenedoHsl, aapeca, Aary
TBOETO POXIAEHUS U JAPYTyl0 JUYHYI0 HHGOpMALMIO. 3J0YMBIIUIEHHUKH MOTYT
UCIIOJIb30BaTh Jlaxke MHGOPMALMI0 O TOM, Kak Thl U TBOM POJAUTEIH IUIAHUPYETE
ITPOBECTH KaHUKYJIBI;

3. 3amuiail CBOO PEryTaIuio - JIepPKU €€ B YACTOTE U 3a/1aBail ce0e BOMPOC: XOTeI Obl
ThI, YTOOBI JAPYTHE MOJIB30BATEIN BUICIIH, YTO ThI 3arpyaciib? [logymaii, npexiae uem
YTO-TO OIyOJUKOBATh, HAMKUCATh U 3arPy3UTh;

4. Ecnu Tl TOBOPULIB C JIFOJABMH, KOTOPBIX HE 3HAEIIb, HE UCIOJIB3YHl CBOE peajbHOE
UMS U APYTYIO JTUYHYIO HHPOPMALIMU: UMsI, MECTO KHUTEJIbCTBA, MECTO y4eObl U MpPOUEe;

5. N36eraii pazmemenus ¢otorpaduii B IHTepHeTe, rae Thl H300pakeH Ha MECTHOCTH,
0 KOTOPON MOYHO OINPENEIUTh TBOE MECTOMNOJIOKEHUE;

6. [Ipu peructpaiuu B COIMaIbHON CeTU HEOOXOAMMO UCIIOJIB30BaTh CIOKHBIE IMapOIIH,
COCTOSIIIIHE U3 OYKB U ITU(P U C KOJUIECTBOM 3HAKOB HE MEHEe §;

7. g coumranbHOM CETH, IOUTHI U APYTHX CAaUTOB HEOOXOAMMO UCIOJIb30BaTh pa3HbIE
napoiu. Torna eciau Te0s B3JIOMAIOT, TO 3J0YMBIIIIEHHUKH MOJIYy4YaT AOCTYH TOIBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3zy.

DJNIEKTPOHHBIE JICHBIU

DNEeKTPOHHBIE JCHBI'M — 3TO OYEHb YAOOHBIN CIoco0 IIaTex ek, OJTHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTST MOJYUYHUTh 3TH JCHBIH.

3J’I€KTpOHHBIe JCHBI'M IIOSABUJIMCH COBCEM HCOABHO M MMCHHO H3-3a 3TOI'O BO MHOI'MX
rocygapCTrBax a0 CUx IIOp HC IIPOIMHUCAHO IIPO HUX B 3dKOHAX.

B Poccum ke oHM (QYHKIIMOHUPYIOT W O HHUX YXKE MPOIHUCAHO B 3aKOHE, IIe HX
pa3eNsIIoT Ha HECKOJIBKO BHJIOB - aHOHMMHBIC M HE aHOHHMMHBIC. PazHHIa B TOM, 4TO
AHOHUMHBIE - OTO T€, B KOTOPBIX pa3pemaercs IPOBOJUTH Olepanuu 0e3
UISHTH(PUKAIIMK TI0JIH30BaTENII, @ B HEAHOHHMMHBIX HJICHTHU(GUKAIIUHA I10Jb30BaTEIIS
SIBJISIETCS 00513aTEIBHOIA.

Taxxe cnemayer pa3nuuaTh JIEKTPOHHBIC (hUATHBIE NEHBI'H (PaBHBI TOCYAAPCTBECHHBIM
BaJIIOTaM) U DJICKTPOHHBIC HE(UATHBIC IEHBI'H (HE PaBHBI TOCYIapCTBEHHBIM BaJTIOTaM).

OcHOBHBIE COBETHI 110 O€30MaCHON PadOTe C IEKTPOHHBIMU JICHbIAMMU:

1. IlpuBsiku K cueTy MOOMIBHBIN TeneoH. DTO caMblil yTOOHBIM M OBICTPBINA cIOCOO
BOCCTAHOBUTH JIOCTYN K c4eTy. [IpuBs3aHHbIN TeiePOH MOMOXKET, €Clu 3a0yielllb CBOM
IJIATEKHBIN MApOJIb WM 3alJCIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;



2. Ucnonb3yii onHopa3oBble maposu. [lociie mepexona Ha YCUJIEHHYHO aBTOPHU3ALMIO
Tebe yxe He OyJeT yrpoxkKaTh ONMACHOCTh KPa)Ku WM MepexBaTa MIaTeKHOT0 Napois;

3. Beibepu cioxHblii mapoiib. lIpectynHukam OyaeT He MPOCTO yrajaaTh CIOXKHBIN
napoibs. HagexxHsle mapoim — 3TO MapoJid, KOTOPhIE COAepkKaT HE MeHee 8 3HAKOB U
BKJIIOYAIOT B c€0sl CTPOUYHBbIE U MPOMHUCHBIE OYKBbI, HU(PHI U HECKOIHKO CHMBOJIOB,
TaKHUe Kak 3HaK J0Juiapa, (yHTa, BOCKIMULATENbHbIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOJM CBOM JIUYHBIC TaHHBIC HA CalTaxX, KOTOPHIM HE JJOBEPSCIIIb.
DJIEKTpOHHAs TTOHTA

DNEKTPOHHAS IOYTa — 3TO TEXHOJIOTHS U MIPENOCTABISIEMBIE €10 YCIIYTH 110 IEPECHUIKE
U TIOJYYEHHUIO JIEKTPOHHBIX COOOIIEHU, KOTOPbIE PACTIPEEISIIOTCA B KOMITBIOTEPHOM
cetd. OOBIYHO DJEKTPOHHBIM TMOYTOBBIM SIUIUK BBIMISIAUT CIEAYIOIIMM 00pa3oM:
UMs_TIOJIb30BaTeNsA(@UMs_j1oMeHa. Takxke Kpome repefadyu MpocToro TEKCTa, UMEeeTcs
BO3MOKHOCTD TepeaBaTh (aubl.

OcHOBHBIE COBETHI MO OE30MaCHOM paboTe € INEKTPOHHOM MOUYTOM:

1. Hago BBIOpaTh NMpaBMIIBHBIN MTOYTOBBIM cepBUC. B MHTEpHETE €CTh OTPOMHBIN BBIOOD
OecIUIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyYIlle JAOBEPATH TE€M, KOTO 3HACHIb U KTO
IIEPBBIN B PEUTUHTE;

2. He yxa3piBaii B JIMUHOM mouTe NU4HYI0 mHbopmaruio. Hampumep, nydiie BoIOpaTh
«MY3BIKaJIbHBIN (haHaT@» uinn «pok2013» BmecTo «remal3y;

3. Vcnonp3yil ABYX3TAMHYIO aBTOPU3AIMI0. ITO KOTAa TOMUMO TapoJisi Hy>)KHO BBOJIUTH
KO/, MpUChIIaeMbIil 110 SMS;

4. BeiOepu ciOXKHBIA Tapodib. JIJIsi KaXJaoro MOYTOBOTO SIIMKA JOJKEH OBITh CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY IapOJib;

5. Ecinm ecTh BOBMOKHOCTh HAIMCaTh CAMOMY CBOM JIMYHBIM BOIIPOC, UCIOJB3YH 3Ty
BO3MOKHOCTb;

6. Mcnonb3yll HECKOJBKO IOYTOBBIX SIIMKOB. [IepBBIM 171 4aCTHOW NEPENHUCKHU C
azpecaTaMiy, KOTOPBIM Thl OBEpsEIb. JTO 3JIEKTPOHHBIN aipec HE HA/I0 MCIO0JIb30BaTh
MIpU perucTpanuu Ha Gopymax U caiTax;

7. He oTkpsiBail (aiiibl U ApYyrue BIOKEHUS B MUChMAaX Ja)Xe €CIM OHU MPUILIA OT
TBOUX Apy3el. JIyunie yTouHU y HUX, OTIPABIISUIN JIU OHU TeOe ATU (ailiibl;

8. Tlocne oxoHuanuss pabOTHl Ha MOYTOBOM CEpPBHUCE MEPE] 3aKPHITUEM BKJIAJKH C
caiiToM He 3a0y/ib HaXKaTh Ha «BBIATHY.

KubepOymuHr unm BUPTyaIbHOE U3/1€BATEIBLCTBO



KubepOymmuar — mpecinejoBaHUEe COOOIICHUSIMH, COAEPXKAIUMHU OCKOPOJIEHUS,
arpeccHio, 3alyruBaHUe; XYJIUTaHCTBO; COIMAIbHOE OOMKOTHPOBAHHE C TOMOIIBIO
Pa3TUYHBIX HHTCPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOpHOE C KHOEPOYIITUHIOM:

1. He Opocatica B 60ii. Jlydmuii cnoco6: mocoBEeTOBAaThCS Kak ceOsl BECTH U, €CIU HET
TOTO, K KOMY MOXXHO OOpaTHUThCSA, TO BHAJaJle YCHMOKOUThCSA. EcCiM ThI HaYHEIIb
OTBEYaTh OCKOPOJICHUSIMM Ha OCKOPOJICHUS, TO TOJIbKO eIie OOJIbIIe Pa30XkKeIllh
KOH(JIUKT;

2. YnpaBnsii cBoell kubeppenyTranuei;

3. AHOHMMHOCTb B CETH MHHMAas. CymeCTBYIOT CIIOCOOBI BBIICHHUTB, KTO CTOHUT 3a
AHOHUMHBIM aKKayHTOM;,

4. He cTout BecTH XyJIUTraHCKui o0pa3 BUPTYyaidbHOU ku3HU. IHTepHET (pUKCUpyeT Bce
TBOM JICUCTBUS M COXpAHSET UX. Y AAIUTh UX OyAeT KpailHe 3aTpyAHUTENIbHO;

5. Cobmroaii CBOM BUPTyaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enunuunbiii HeratuB. OJHOpPa30Bble OCKOPOUTENbHBIE COOOIIECHUS
Jydie UrHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcs Ha HadyaabHOU CTauu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIIEHUSIMH, B COLIUATBbHBIX
CeTSIX €CTh BO3MOXKHOCTh OJIOKMPOBKHM OTIIPABKM COOOIICHHI C OmpeeaeHHbIX
aJIpecoB;

8. Ecmu Tl cBumerens kKuOepOymnuHra. TBOM JAEUCTBUS: BBICTYNUTH IPOTHUB
[pecienoBarens, I0Ka3aTb €My, 4YTO €ro JEWCTBUS OLEHUBAIOTCA HEraTUBHO,
MOJIIEPKATh KEPTBY, KOTOPOU HY X HA TICUXOJIOTHYECKAsl TIOMOIIb, COOOIUTEH B3POCIBIM
0 (pakTe arpecCUBHOTO MOBEJICHUS B CETH.

MoOunbHBIN TeeoH

CoBpeMmeHHbIe CcMapTGOHBI M IUIAHIIECTHI COJEpXKAT B ceOe BIIOJHE B3POCIBII
(GyHKIMOHAI, W Temepb OHH MOTYT KOHKYpHpPOBaTh CO  CTAaIllMOHAPHBIMHU
KomnbioTepamu. OpHAKO, CPEJCTB 3alUTHI Il MOAOOHBIX YCTPOMCTB IOKa OYEHB
Mayio. TecTupoBaHUE U TOMCK YSI3BUMOCTEH B HUX IMPOUCXOJAUT HE TAK HHTEHCUBHO, KaK
st TTIK, To e camoe kacaeTcss 1 MOOUJTbHBIX TTPUITOKEHU.

CoBpeMeHHBIE MOOMJIbHBIE Opay3ephl yKe MPAKTUUYECKU JTOTHAIM HACTOJIbHBIC aHAJIOTH,
OJTHAKO paciupeHue GyHKIIMOHANIA BIIeUeT 32 COOO0M OOJIBIIYIO CI0KHOCTh U MEHBIITYIO
3aIUIIEHHOCTD.

,Ha.]'ICKO HC BCC IMPOMU3BOAUTCIIN BBIITYCKAIOT O6HOBH€HI/IH, 3aKPbIBAIOIINC KPUTHYCCKHUC
YA3BUMOCTH IJIs1 CBOUX YCTpOﬁCTB.



OcHOBHBIE COBETHI JJIs1 0€30MMaCHOCTH MOOUIILHOTO TeledoHa:

1. Huuero He sBisieTcd mo-HacTosimieMmy OecraTHbIM. Bynb ocTOpokeH, Belb Koraa
Tebe mpeaaratoT OecrIaTHbIi KOHTEHT, B HEM MOTYT OBITh CKPBIThl KAKHE-TO TUIATHBIE

yCIIyTH;

2. Qymai, npexae yem otrnpaBuTbh SMS, dhoto unu Buneo. Tol TOUHO 3HAEIb, T/I€ OHU
OyayT B KOHEUHOM UTOTrE?

3. Heo6x011M0 OOHOBIIATH ONEPALMOHHYIO CUCTEMY TBOEIO CMapT(oHa;
4. Vicionb3yil aHTUBUPYCHBIE TPOrPAMMBI JJIsl MOOUJIBHBIX TelIe(POHOB;

5. He 3arpy>1<ay”1 MPUIIOKCHUA OT HCU3BCCTHOT'O UICTOYHHKA, BEAb OHU MOT'YT COACPIKATH
BPCOAOHOCHOC IIPOTPAMMHOC 06CCH€‘I€HI/I€;

6. [Tociie Toro xak Thl BBIMJACIIG C caliTa, IJie BBOJAWJ JIMYHYIO WH(POPMAIIUIO, 3211 B
HACTpOWKHU Opay3epa u yaaium cookies;

7. Hepnoanqecm/l HpOBCpSIfI KaKHC INIAaTHBIC YCJIYI'H aKTUBHPOBAHbI HAa TBOCM HOMCPC,

8. JlaBaii cBOil HOMEpP MOOWJILHOTO TenedoHa TOJNBKO JIOASM, KOTOPBIX Thl 3HAEIIb U
KOMY JIOBEpSIEIlIb;

9. Bluetooth momxeH OBITH BBIKIIOUYEH, KOTJIa Thl UM HE TOJb3yelibes. He 3a0biBait
WHOT]Ia IPOBEPSTH 3TO.

Online urpsl

CoBpeMeHHBIE OHJIANMH-UTPBl - 3TO KpacouyHbIE, 3aXBaTHIBAIOIIUE Pa3BICUYCHUS,
O0OBEIUHSIONINE COTHH THICAY YETIOBEK M0 BceMy Mupy. Urpoku ucciaenyoT JaHHbIi UM
MHUp, OOIIAIOTCS APYT C JAPYTOM, BBIIONHSIOT 3aJaHUs, CPAXAIOTCA C MOHCTpaMHu H
MOJIy4alOT ONBIT. 3a YJIOBOJBCTBHE OHU IUIATAT: MOKYMAIOT [HCK, OIUIaYMBAIOT
a0OHEMEHT WJIU MPUOOPETAIOT KAKUE-TO OTIIIHH.

Bce »tm cpenctBa uAyT Ha NOAAEpKAHUE M PA3BUTHE UIPHI, a TaKKe Ha camy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CHCTEMBI aBTOPU3AIIHNH, BBITYCKAIOTCS HOBBIC MMATYN
(g poBbIe 3aIIaTKA ISl TPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUIrpax CTOUT OIlaCaTbCsAa HE CTOJBKO CBOHX COIICPHHUKOB, CKOJIBKO KpPa’Xu
TBOCTO IIapO0JIsd, HAa KOTOPOM OCHOBaHA CHUCTCMaA aBTOpHU3all1 OOJBIIMHCTBA Hrp.

OCHOBHBIE COBETHI ITO0 0€30IIaCHOCTH TBOETO HUI'POBOI'0 aKKAYHTA:

1. Ecniu nipyro#t urpok BelieT cedst II0X0 MU cOo3/aeT Te0e HeNpUsITHOCTH, 3a0J0KUPYH
€ro B CIIUCKE UTPOKOB;



2. lloxamyiics aAMUHHCTpATOpaM WIPbl HA IUIOXOE MOBEACHHE OATOrO HWIPOKa,
YKEJIATENBHO IPUJIOKUTH KAKHUE-TO JOKA3ATEIbCTBA B BUAE CKPUHOB;

3. He yxa3bIBaii TMuHYI0 HH(POpMaLIHMIO B Tpodaiiiie urpsl;
4. YBaxall Ipyrux y4aCTHHKOB I10 UTPE;

5. He ycTanaBpnuBaii Heo(uIMaabHbIE TATYU U MO/IbI;

6. Mcnionb3yii CIOXKHBIE U pa3HbIe MapoJiu;

7. I[axce BO BpPCMs UI'Pbl HC CTOUT OTKIIHOYATH AHTUBUPYC. Ilokxa THI urpacuib, TBOU
KOMITBROTCP MOTYT 3apa3nuTh.

DUIIUHT UIN KpaxKa JIMYHBIX JaHHbIX

OOb1yHOM Kpa}Keﬁ JACHCT W JOKYMCHTOB CCrOJHA YK€ HHUKOIo HC yAWUBUIIL, HO C
Pa3BUTUCM I/IHTepHeT-TeXHOHOI‘I/Iﬁ 3JIOYMBIIUNICHHUKH TICPEMECTUIIMNCH B HMHTCPHCT, U
MpOOOJIKAOT 3aHUMATBHCA TIOOMMBIMY JACIJIOM.

Tak mosiBHIach HOBasi yrpo3a: HHTEPHET-MOIICHHINYECTBA WM (UIITHHT, TJIaBHAs IIe]b
KOTOPOTO COCTOWUT B TIOJNYYCHHHM KOH(PHUACHIMATHHBIX JaHHBIX IOJbh30BaTENCH —
JIOTUHOB U Taposieii. Ha anrnuiickom s3bike phishing untaercs kak ¢gummuar (ot fishing
— pbIOHAs JIOBJIS, password — maposb).

OcHOBHBIE COBETHI IO OOpHOE C QUITUHTOM:

1. Cnean 3a cBoumM akkayHToM. Ecnm ThI momo3peBaenib, 4TO TBOS aHKeTa ObLia
B3JIOMaHa, TO HEOOXOAUMO 3a0JJOKUPOBATH €€ M COOOIIUTh aJIMUHUCTPATOPAM pecypca
00 3TOM Kak MO>XKHO CKOpee;

2. HWcnonp3yit Oe3omacHble BeO-CaiThl, B TOM YHCJIE, HHTCPHET-Mara3uHOB W
IMOMCKOBBIX CUCTEM;

3. Ucnonw3y#t cioKHBIE U pa3Hble nmapoiu. Takum oOpa3om, eciu Te0s B3JIOMAIOT, TO
3JTI0YMBITIIUICHHUKH TIONTY4aT JOCTYI TOJIBKO K OJTHOMY TBOEMY MPOQUITIO B CETH, a HE KO
BCEM;

4. Eciu 1ebs B3mOMaNIM, TO HEOOXOAUMO MPEAYNPEIUTHh BCEX CBOMX 3HAKOMBIX,
KOTOpbIe A00aBieHbl y T€OSI B APY3bsAX, O TOM, YTO T€Os B3JIOMAJIA U, BO3MOXHO, OT
TBOETO UMEHU OYJIET PacChUIAThCS CIIaM M CChIIKA Ha (DUITMHTOBBIC CANTHI;

5. YcranoBu HaaexHbi mapoib (PIN) Ha MOOUIBHBIN TenedoH;
6. OTKJII0YM COXpaHEeHHUE NapoJis B Opaysepe;

7. He oTkpeiBail (ailsibl U Jpyrue BIOXKEHUS B MUCbMax Ja)Ke €CIM OHU MPUIUIH OT
TBOUX Apy3el. JIyurie yTouHU y HUX, OTIPABIISUIM JIU OHU TeOe ATU (ailiibl.



[udposas penyrarus

[Hudposas penyrauus - 3TO HETaTUBHAs WJIU MO3UTHUBHAsA MH(OpMaLus B ceTU O Telbe.
KomMmnpomeTupyromass nHpopmanusi pa3MellleHHAass B HHTEPHETE MOXKET CEPbE3HBIM
o0pa3oM OTpa3uThCs HA TBOEH peayibHOU xu3HU. «LludpoBas penyrauus» - 3T0 TBOH
UMUK, KOTOPBIN (hopmMupyeTca u3 HHPOpMaLMK 0 TeOe B HUHTEpHETE.

TBoe MecTO IKUTEIhCTBa, y4ueObl, TBOE€ (DUHAHCOBOE IMOJOXKEHUE, OCOOECHHOCTH
XapaKTepa U paccKasbl 0 OJU3KUX - BCE ATO HAKAILJIMBACTCS B CETH.

MHoTHEe OPOCTKH JIETKOMBICIICHHO OTHOCSITCS K IMyOJUKAIMK JIMYHON HH(DOpMAIuu B
HNuTepHeTe, HE MOHUMAs BO3MOXKHBIX MOCISACTBUM. ThI Take HE CMOXKEIb JI0Ta1aThCsl
0 ToM, 4To (ororpadus, pa3MenIeHHas 5 JIeT Ha3aJl, cTajlla MPUYMHON OTKa3a MPUHSATH
TeOs1 Ha paboTy.

Kommenrtapuu, pasmeinienue TtBoux ¢Gortorpaduid W Apyrue JAEUCTBUS MOTYT HeE
UCYE3HYTh JIaK€ MOCJIE TOro, KaK Thl MX yJadullb. Thl HE 3HACUIb, KTO COXPAHUJ 3TY
uHpoOpMaIlMIo, ToMnaja JU OHAa B TOMCKOBBIE CHUCTEMbl M COXpaHWIACh JM OHA, a
[JIaBHOE: YTO MOAYMAIOT O TeOe OKpyKarolee JIF01, KOTOPble HAWIYT U YBUIAT 3TO.
Haiitu nndopmaiuio MHOTO JIET CITYCTSI CMOXET JIFOOOH - KaK U3 JOOPBIX MOOYKICHUH,
TaK ¥ C HAMEPEHUEM NPUUYUHUTE BpPeI. ITO MOXKET OBITh KTO YTOAHO.

OcHOBHBIE COBETHI MO 3a1UTe UGPOBOM peryTaIiu:

1. IMogymaii, mpexae yeM 4To-TO MyOJIMKOBAaTh M IepefaBaTh y ce0s B Ojore uiud B
COIIMAJILHOM CETH;

2. B Hactpoiikax mpoduiisi ycTAaHOBU OTPAHUYCHHS HA IIPOCMOTP TBOETO MPO(HIIS U ero
COJEPKUMOTrO0, CIIEJIal €r0 TOIBKO ISl IPY3€i»;

3. He pa3memniait u He yka3biBail H”HGOPMAIIHIO, KOTOPAst MOXKET KOTO-TMO0 OCKOPOIATH
WIN OOMKAaTh.

ABTOpCKOE MPaBo

CoBpeMeHHBIE MIKOJIBHUKHA- AaKTUBHBIE TMOJIh30BaTeIN LHU(PPOBOTO MPOCTPAHCTBA.
OpnHako maneko He BCE 3HAIOT, YTO MOJIb30BAHNE MHOTUMH BO3MOYKHOCTSIMU IU(PPOBOTO
MHpa TpedyeT cOOII0ICHHS] IPaB HA UHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMun «HMHTENIEKTyalbHasE COOCTBEHHOCTHY» OTHOCHUTCS K DPA3JIMYHBIM TBOPEHUSIM
YEeJIOBEUYECKOr0 yMa, HauyuMHas C HOBBIX M300pETeHHI M 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTh HAa TPOJAYKTHl M YCIYTM , M 3aKaHYMBas KHUTamu, (ortorpadusamu,
KUHO(PUIBMaMH U MY3bIKAJIbHBIMU MPOU3BEICHUSIMU.

ABTOpCKHUE IpaBa - 3TO MpaBa Ha UHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb Ha TPOU3BEACHUS
HayKH, JUTEPATypbl U UCKYCCTBA. ABTOPCKHUE IIpaBa BBICTYNAIOT B KAYECTBE TrapaHTUHU
TOT0, YTO MHTEJUICKTYaIbHBIN/TBOPUECKUM TPy aBTOpa HE OYJI€T HAMPACHBIM, JACT EMY



CIpaBe/IIMBbIE BO3MOXHOCTH 3apaboTaTh Ha pe3yjbTaTax CBOEro TpyJa, MOIYYHUTh
M3BECTHOCTH U Mpu3HaHue. Hukto 6e3 pasperieHus aBTopa HE MOXKET BOCTIPOU3BOAUTD
€ro TMpOW3BEACHHE, pPACIPOCTPAHITh, MMyOJMYHO JEMOHCTPUPOBATH, TPOAABATH,
UMIIOPTUPOBATh, MyCKaTh B MPOKAT, MyOIMYHO MCIOJHSATH, MOKA3bIBATH/UCIIOIHATD B
s¢upe wiu pasmeiiats B UHTEepHETE.

Hcnonp3oBanue «mUpaTCKOro» MPOTPaMMHOTIO OOECIeYeHUs MOXKET TMPUBECTH K
MHOTUM pHCKaM: OT TOTEPH JAHHBIX K TBOMM aKKayHTaM J0 OJIOKUPOBKU TBOETO
YCTPOWCTBA, T/I€ YCTAHOBJICHHBIN HE JieraibHas nporpamma. He crout takxke 3a0bIBaTh,
YTO CYIIECTBYET JieTrajbHbIC U O€CIUIATHBIC TPOTrPaMMBbl, KOTOPhIE MOXKHO HAWTU B CETH.

O noprane

CereBuuok.pd - TBOW TJaBHBIM COBETYMK B CETU. 3JE€Ch Thl MOXEIIb Y3HATh O
0e30MacHOCTH B CETH MOHATHBIM M JOCTYIHBIM $I3IKOM, a IPU BO3HUKHOBEHHH
KPUTHYECKON CUTyalluM OOpaTUThCS 3a COBETOM. A TakXe NPHUHATh ydacThe B
KOHKYpPCaX M CTaTh CaMbIM LIU(PPOBHIM T'pakJaHUHOM !



